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Executive Summary

California’s one percent (1%) maal tally law dates back the 1960s and requires all county
elections officials to randomly select 1%adf precincts after eaaklection and hand couall of
the votes omll of the ballots from those precincls.a regular eleabin year, counties hand

count tens of thousands of ballats part of the 1% manual tgllyet doing so provides little or

no statistical evidence that the machine tadlyrfd the true winner for each contest on the ballot
— and does nothing to correct aryoneous electoral outcomes.

The California Secretary of State (SO&}eived a $230,000 grant from the United States
Election Assistance Commission (EAC) under $eci71 of the federal Help America Vote Act
to conduct a two-year election audit pilot praxgrduring 2011-12 to test new, statistically
sound, risk-limiting election audit methods. Thdif@enia Legislature passed and the Governor
signed AB 2023 (Saldafia), Chapter 122, Stawnit@910, to authorize the SOS to conduct the
Post-Election Risk-Limiting Audit Pilot Program.

The SOS partnered with the University of Galifia for the pilot program to allow Berkeley
Statistics Professor Philip B. Stark (Stark) -ovdriginally developed the audit methods to be
used in the pilot program — to serve as lezsarcher. The EAC grant helped fund:

e Fourteen pilot audits of election réisufollowing elections in 2011 and 2012;

e Development of web-baseddis and procedures for etems officials to use in
conducting audits; refinement of stétial methods for conducting risk-limiting
audits based on the experiences gaindderpilots; and reimbursement of county
elections office costs for conducting the asiavith county stafaind facilities; and

e Reporting and analysis of the cost affé@iveness of risk-limiting post-election
audits compared to the current statutb¥ manual tally law, the development of
recommendations for modifications to emt voting systems to make auditing easy,
and legislation to reform current election audit law.

Eleven counties successfully completed their awdits confirmed the offial election results by
reviewing a relatively small nuneb of individual ballots (e.ga few dozen to a few hundred
ballots). By contrast, the staibrily-mandated 1% manual takkpnducted in the same elections
provided little statistical evidee that the election outcomes wemgrectly talled by the voting
system, despite requiring substially more ballots to bbeand-counted and examined.

Overall, the project teamet its goals to develop and tesidit methods, procedures and web-
based tools for conducting post-election riskiling audits. The audit “how-to” materials
developed during the pilot program are availdblelections officialsn California and other
jurisdictions across the United States to condsktlimiting audits ofelection results. The
adoption of laws and regulations permittingequiring risk-limiting post-election audits will
allow elections officials to use the new audit haets to confirm — or correct — official election
results, which will help build public confidence in electiond aray reduce the need for voter-
requested manual recounts.



Section I: Overview of the Program

The California Secretary of State (SOS) recewegplant from the federal Election Assistance
Commission (EAC) under Section 271 of thddeal Help America Vote Act (HAVA) to

conduct a two-year post-election risk-limitingd#iupilot program during 2011-12 to test newly
developed election auditing methodBhe research problem for the project was how to conduct
risk-limiting audits following elections, including audits of individual contests, multiple contests
simultaneously, and cross-jsdictional contests.

The SOS partnered with the University of Galifia (UC) Berkeley for the project. UC
Berkeley Statistics Professor BiiB. Stark (Stark), who del@ped the election audit methods
used in the program, served as lead rebesr The $230,000 two-year grant from the EAC
helped fund:

1) A contract with the University of Califorai(UC) to allow Stark to serve as lead
researcher for the pilot program;

2) Partnerships with a mix of thirteen urbardaural counties to participate in the program,
which included reimbursement of countgeions office costs of up to $5,000 per county
for conducting the audits with thelpef county staff and facilities;

3) Development and testing of risk-limitingidit methods following elections in 2011 and
2012, by which fourteen audits were undken, eleven audits were completed
successfully, and three auditdlowing the June 2012 electiamere not completed due to
time constraints between the pripand general elections in 2012;

4) Development of web-baseddls and procedures for etems officials to use in
conducting future audits and refinemenSsérk’s statistical methods for conducting
risk-limiting audits based on the experiences gained in the pilots. The web-based tools
allow elections officials to determine initishmple size, select ballots at random in a
transparent and reproducible way, determinetiwr escalation of the audit is necessary
based on initial audit results, and rednal audit results to the public;

5) Reporting and analysis of tlkest and effectiveness ofk-limiting post-election audits
compared to the current statutory 1% manual tally law; and

6) Development of recommendations for modifioas to current voting systems to make
voting systems more readily auditable aedommendations for legislation to reform
current election audit law.

The California Legislature passand the Governor signéd 2023 (Saldafia), Chapter 122,
Statutes of 2010, to authorize the SOS to conttecPost-Election Risk-Limiting Audit Pilot
Program. SeAppendix A for a copy of AB 2023.
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Why Audit Election Results?

State and federal voting systéesting and certification help sare that voting systems can
capture and tally ballots accurigtand securely, while proteaty voter anonymity. But front-
end regulation and testingeanot enough. How can the pubknow whether voting systems
actually got the job done right an election unless the electiasults are audited after that
election?

History has shown election fraud is not theorétic@omputer experts have demonstrated that
voting systems can be hacked. But even se#étsmde the chance of voter fraud or tampering, no
voting system — no machine — can operate taepgdn. Neither can humans. Voting machines
misinterpret ballots; voters mismark ballots; anthebmes some ballots are not tabulated at all.
Errors happen, and auditing can determine whekiwese errors matter, wther words, whether

it is plausible that a full handant of the ballots would showaha different candidate won the
election.

Auditing methods in the banking industry and otbectors have certainly improved over the last
50 years. In the area of elections, modern awglitiethods can reduce thember of ballots that
need to be audited while increasing the chan€eatching and correcting voting system tally
errors, discovering security breaches, and redutia need for full manual recounts. Modern
election auditing methods not only ensure the myuof election outcomes but also improve
public confidence in elections.

Current Election Audit Law Needs an Overhaul

Current California law requires county electiofisctals to randomly seleatne percent (1%) of
all precincts and manually tally the votes on alihef ballots in those pcincts. If a given
contest is not captured part of the 1% sample, the law requires additional precincts to be
drawn until all contests are resented in the manual tally. f€tions Code section 15360] The
Legislature established California’s 1% manully ta 1965, nearly 50 years ago. By law, the
1% manual tally cannot change election outcont@soverturn officiakelection results in
California, a voter must request and pay for a costly manual recotin@ béllots cast in the
contest. California law contas no provision for an audit or automatic recount, even in very
close contests.

What is a “risk-limiting” audit?

A risk-limiting audit can be thought of as amtélligent incrementahanual tally.” It is a

manual tally of randomly selected ballots that stapsoon as it is implaible that a full recount
would alter the result. As long as it is statidticplausible that a fultecount would overturn the
result, the risk-limiting audit continues to exammore ballots. Risk-limiting audits determine
precisely how much hand counting is necessapptdirm election resudtto a given level of
confidence. The closer the contest, the mohetsesone must examine to have strong evidence —
because fewer errors can change the outcdheehigher the desired confidence (e.g., 99%
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versus 90%), the more ballots one must examine — because higher confidence requires more
evidence.

The pilot program audits provided 90% confidenideat is, if a particular electoral outcome was
wrong (that is, if the wrong winner was namedg #udit had at least a 90% chance of correcting
that outcome. This chance is a worst-case aisalysilt on the assumption that the errors were
hidden as well as possible. Keythe idea is that we are confirmingtcomes —who won —

rather than exact vote totals. Confirmiegpactvote totals for each candigeor side of a measure
always requires a full hand count.

Two approaches to risk-limiting audits were égkin the pilot program: ballot-polling audits and
comparison audits. Aallot-polling auditis analogous to an opinion poll. It examines randomly
selected ballots until the humage interpretation of the votes those ballots gives sufficiently
high statistical confidence thatfull hand count would confirtne machine results. A ballot-
polling audit only requires knowingétoverall official result. Itloes not require precinct level
results or more detailed resulghich comparison audits require.

In contrast, &omparison auditompares a human interpriga of the votes on randomly

selected ballots to the voting system’s intetigiien of the votes on those ballots. A comparison
audit continues until there is sufficiently higlatsstical confidence that full hand count would

agree with the machine results, despite any differences between the audit’'s manual interpretation
of the ballots and the voting systennterpretation of those ballots.

Comparison audits require detailed inforraatfrom the voting system. Maximum efficiency
requires the voting system to report how it intetguieeach physical ballot, in a way that allows
the interpretation of angarticular ballot to be checked. \finthat is possible, a comparison
audit generally requires examining fewer baltb@n a ballot-polling audit. However, if the
voting system can only report tallies for largeups of ballots, such as precincts, comparison
audits may have little or no advantage over ballot-polling audits, which place much lower
demands on the voting system and which haverfeler set-up costs. Both ballot-polling and
comparison audits requireballot manifesthat says how many ballots there are in all and how
they are stored, e.g., that lists identifiable groofdsallots and says how many there are in each

group.

By definition, risk-limiting audits can lead #ofull hand count to confirm whether the machine
tally of ballots correctly determined the electisimner. Indeed, they are guaranteed to have a
large chance of progressing to a full hand coumnever that full handount would show that
the machines found the wrong winner or winners. ifle¢hods tested undeiigigrant “escalate”
gradually, randomly selecting atidnal ballots for manual inspection until either (i) there is
strong statistical evidence thtae outcome is correct or (if)ere has been a full hand count,
which confirms (or overturns) the machine results.

Efficient risk-limiting audits involve examiningndividual ballots seleet at random from the
jurisdiction or the contest beingdited. That is dramatically me efficient than hand counting
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all the ballots in precincts selected at randonthdfe is a problem with the results, examining a
sample of individual ballots guarantees a tgeahance of discovery that problem than
examining a much larger numbefrballots that come fromntire precincts can guarantee.

With risk-limiting audits, individual contests groups of contests can be audited at the same
time, using the same sample of ballots, andrim@ers of all thoseantests are confirmed by
looking at relatively fer individual ballots.

For the simplified version dhe risk-limiting audit method, dald the “super-simple” audit,

which was used for some of the audits in thistgrogram, the size of the initial sample for 90%
confidence (10% risk limit) is the numb&8 divided by the “diluted” margin of victoryTable

1 gives examples. The hand cobaotden is the same regardlesswbiether the contest is small

or large (assuming the audit finds errors). In other words, the initial sample size for a small
town city council race or a statewide measure waittapparent 10% margin of victory would be
48 ballots.

If the initial sample size is an appreciable fractd the total number dfallots cast, it may be
less time-consuming simply to conduct a complete hand count of all the ballots cast in the
contest; that depends in parttbie number of ballstcast in the contest. For instance, for a
margin of 0.1%, the initial sample size is 4,8000rify 20,000 ballots were castthe contest, it
might well be easier to conduct a full handytalian to select 4,800 ballots at random and
inspect them, especially sinceeth is some chance that the iawdll need to expand beyond the
initial sample. On the other hand, if there w&Bemillion ballots cast in the contest (roughly the
number cast in the 2012 PresitahElection in California)the effort of auditing 4,800
randomly selected ballots would Be minimiscompared to the effort of conducting a full hand
tally or recount.

The risk-limiting audit methods &d in the pilot program weff@st developed and tested by
Stark in 2009. Stark has been a pioneer weliping effective election audit methods and his
methodology has been endorsed by natiorgdmizations, including Common Cause, the
League of Women Voters, the American Staisd Association, Verified Voting, and other
groups involved in election integrity. Ridikaiting audits were &o endorsed by the 2013
Presidential Commission dflection Administration.

1 If elections officials expect tsee errors, it can be efficient logistlly to drawa larger initial
sample. The “diluted” margin is the numbewotes that separates the winner with the fewest
votes in a contest from the loser with the maxes in that contestlivided by the total number

of ballots cast, including invalid votes suchuaslervotes and overvoteghis differs from the

usual “margin of victory,” which is the numberaftes between the winner and loser divided by
the number ofalid votescast. The diluted margin takesaraccount the fact that the voting
system might have misinterpreted a valid votarasndervote or overvote, or vice versa. When a
collection of contests is auditstnultaneously, the diluted margmvolves dividing the smallest
numerical margin (in votes) by the total numbebaliots cast in the largest of the contests.
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Table 1: Initial sample sizes for'super-simple” comparison audits

Diluted | Equation | Initial Sample Size
Margin (in ballots)
50% 4.8/.5 10
40% 4.8/.4 12
30% 4.8/.3 16
20% 4.8/.2 24
10% 4.8/.1 48
5% 4.8/.05 96

2% 4.8/.02 240
1% 4.8/.01 480
5% 4.8/.005 960
1% 4.8/.001 4,800

Pilot Program Goals
The program goals were:

1) To develop and test post-election risk-limgiaudit methods, audit procedures and web-
based audit tools by conduagi pilot audits following live elections in California;

2) Help California and other states develop meffecient and effective election audit laws;

3) Inform the design of next-generation voting systems to ensure that they are efficiently
auditable;

4) Provide election auditing best practices and procedures that can be used by many
jurisdictions in the U.S. using adad variety of voting systems; and

5) Build public confidence that there are errors in electioasults, those errors will be
caught and corrected by audits befthe results are final.
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Advisory Panel

The project advisory panel was comprised efftillowing elections oftiials, experts, and
advocates in the field of election reform:

Susannah Goodman
Director, Common Cause National Campaign for Election Reform

Joseph Lorenzo Hall
Chief Technologist, Center for Democracy and Technology

Mark Halvorson
Director and Founder, Citizens for Election Integrity Minnesota

Dean Logan
Registrar-Recorder/County €k, Los Angeles County

Margaret MacAlpine
Independent Security Consultant

Hovav Shacham
Associate Professor, Department of Hieal Engineering and Computer Science,
University of California, San Diego

Pamela Smith
President, Verified Voting

Participating Counties

Twenty counties initially volunteered to partiatp in the program. Ultimately, 14 pilot audits
were undertaken in 13 counties and successtoligpleted in 11 California counties following
elections held during 2011-2012. Eight of thditsuwere conducted following small local
elections held in 2011. Two audits wemnducted in small counties, Madera and Napa,
following the June 2012 StatewideeBidential Primary Election. dar multi-contest audits were
started in Marin, Orange, Sar@auz, and Yolo counties in JuR012 but had to be terminated
before completion due to technical difficulties and time constraints between the primary and
general election. The multi-cast audit attempted in Oran@@unty faced an additional
challenge: a voter-requestedaaant in one of the contests on the June 2012 ballot which took
precedence over the pilot audit. The Marin Countglit was ultimately successfully completed
in February 2013.

Below is a chart of the counties anglds conducted for the pilot program.
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Table 2: Audits Conducted in the Pilot

County Election Audit Completion
Alameda Nov. 8, 2011 December 2011
Humboldt Nov. 8, 2011 December 2011
Madera June 5, 2012 September 2012
Marin June 5, 2012 February 2013
Merced Nov. 8, 2011 December 2011
Monterey May 3, 2011 May 2011
Napa June 5, 2012 July 2012
Orange* Mar. 8, 2011 March 2011
Orange June 5, 201 voter-r-el;zLrgisr;:;e?ercncii;xatluecligc?izi tr(()esults.
San Luis Obispof Aug. 30, 2011 Sept. 12, 2011
Santa Cruz June 5, 2012 Terminated mid-audit due to technical qlelays
and the need to pregaior general election.
Stanislaus Nov. 8, 2011 Dec. 2, 2011
Ventura Nov. 8, 2011 Nov. 29, 2011
o | mes,zora TeTnEd et v o i e
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* Two counties, Orange and San Luis Obispatip@ated in the pilot program but conducted
their audits prior to the EAC graaward date, so the expensdate to those counties’ audits
were absorbed by the counties. The remaiaungjts were funded through the EAC grant.

Four additional counties, Alpine, Colusa, El Dorado, and Sacramento, had volunteered to
participate in November 2012 but were unable totdwdfficulties the poject team experienced
with the parallel tallysoftware following the June 2012 election.
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Section Il: The 2011 Pilot Audits

The project team conducted successful risktiilg audits in eight counties during 2011. For
each audit, the team worked with participgtcounties and (in some cases) voting system
vendors to plan the audits. Stark traveledltdut one of the counties to provide on-site
assistance to jurisdictions carrying out the audits, including performing all computations and
helping with the random draand hand count as required.

In some counties, the team sugsfelly conducted simultaneous audifseveral contests at one
time. The simultaneous audits proved vdficient where the contests audited overlapped
completely (or almost completglin jurisdiction. If the jurisdiions among the contests do not
overlap substantially, it is more efficient to &umbntests separately, drawing samples of ballots
from each contest. The web-based audit toolgldped as part of the pilot program automates
the basic calculations needed for electicffisials to enter contest data and determine
immediately whether it is more efficient to aigkveral contests simultaneously or separétely.
The tools are transparent and open, allowingpaayto verify that the underlying software
correctly implements the methodology.

Conducting Risk-Limiting Post-election Audits: Comparison Audits

As discussed above, comparison audits compareeults of a hand tally of randomly selected
ballots or groups of ballots the results recorded by thetvmy system for those ballots.
California’s 1% manual tally is a comparison a\fdiit not a risk-limiting adit). In the 1% tally,
elections officials hand tally 100%6 the ballots in 1% of the pcincts and compare the results
to the subtotals generated by the voting system for those pretincts.

The most efficient risk-limiting audits are thogsenducted at the individu&lallot level, not at
the precinct level, which meatisat each ballot must be subj¢atthe random selection, review
and comparison to the voting system’s recorthefvotes on that ballot=ssentially, a ballot-
level comparison auddompareghe voting system’s interpretati of a given ballot to a human
eye review of the same ballot.

To conduct a risk-limitingomparisoraudit at the ballot level, two things are necessary:
1) the voting system must report a cast votore (CVR) for each ballot. A CVR shows

how the marks on a given ballot were actualtgrpreted as votes by the voting system;
and

% The web-based tool was also used fosk-limiting audit in Arapahoe County, Colorado,
funded by an EAC grant to the Colorado Seanedf State under the same grant program.

% The 1% tally gives essentially no useful infation about the accuracy of contests that use
instant-runoff or ranked-choiesmting methods. It gives a limited amount of information about
the accuracy of plurality, majdy, and super-majority contests.
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2) elections officials must be able to matdch CVR to the corresponding physical ballot,
and vice versa. Generally, this involves eitmarking ballots as they are tallied or
keeping ballots in the same order in whtbey are tallied, although those are not the
only possible means.

For further discussion, see Section V: Recomsagions for Modificatias to Existing Voting
Systems

Conducting Risk-Limiting “Ballot-Po Illing” Audits of Election Results

During the pilot program, Stark developed a new risk-limiting audit method, called a “Ballot-
Polling” audit. The advantage Bhllot-Polling audits is that ettions officials need only the
overall election results, not piact subtotals omdividual ballot result$CVRs). A ballot-

polling audit makes no demands on the vote talmraystem, but when the contest outcome is
correct, it does require examigi more ballots than a ballot-kEvcomparison audit—especially
when margins are smdll As discussed above, a ballot-level risk-limitz@mparisoraudit
compares the voting system’s interpretation given ballot to a manual interpretation of the
same ballot.

Ballot-Polling is economical for contests withdei margins, but can become inordinately time
consuming if the margin of victory is very ath The hand count workload for ballot-polling

audits grows rapidly as the margin shrinks. Bdibwel comparison audits are more efficient for
small margins, but such audits require knowhiogv the voting system interpreted every ballot.

To perform a ballot-polfig audit, physical ballots are sekttat random and interpreted by the
human eye. This selection continues until thada gives sufficiently high confidence that the
winners according to a full hand count wouldthe same as the winners according to the
original machine count.

Ballot-polling audits make their own statistieessessment of who won directly from a random
sample of ballots. This kind of audit was deyeld and tested for the first time during the pilot
program in the Monterey County audit (see belo®allot-polling audits may be an excellent
way to efficiently confirm the outcome of large contests, such as county-wide or statewide
contests, especially if the margihvictory is not too small. Téy do not require any change to
current voting technology, and their set-up costs are minor.

* It may require examining fewer ballots theprecinct-level comparison audit. And compared
to ballot-level comparison audjtthe workload of a ballot-pollingudit may be smaller, because
its set-up costs are much lower.
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“Transitive auditing” Using a Parallel Scan and Independent Tally

Early in 2011, the pilot proje¢ceam conducted a series of cam@ince calls with voting system
vendors to determine the capabilities of 8Rgp voting systems. Through these calls and
discussions with participatingpanties, the team determined thane of the voting systems in
use in California is capable of exporting CViRat can be assocgt with corresponding
physical ballots.

For this reason, the team conducteost of the audits for th@lot program by means of a
parallel scan and an independent tally of the votes. A parallel scan and independent tally is
essentially a second machine count of dlobsusing commerciadff-the-shelf (COTS)

scanners and (in this case) ogource tally software. Famately, during the spring and
summer of 2011 a team of University of Cattifia (UC) researcheiled by UC Berkeley
Professor David Wagner (Wagner) were depimg open source tallgoftware (OpenCourtas
part of a separately funded prdje&Vagner offered early versionéthe software to the project
team for use during the pilot program. Unlg@g@mmercial, federally certified vote-tabulation
systems currently in use in California, theg@d@ount is capable of reporting a CVR for every
ballot in a way that the CVR can be asat®il to the physical ballot, and vice versa.

For the audits, county elections officials scanned the ballots using 8 €&&nner and either
marked the ballots or kept the ballots in ordgpeomit each physical ballot to be paired with its
scanned ballot image and the OpenCount C¥iRstructed from that image. Kai Wang, a PhD
student working to develop OpenCount with Waghelped operate the OpenCount software to
produce a CVR for each ballot. This allowed auditing the interpretation of individual ballots
rather than subtotals for entpeecincts. Making individuddallots auditable — i.e., creating
auditable “batches” of one balleach — brings very significantfieiency, as described above.
The hand counting work load farballot level audit can be smaller than the workload of a
precinct level audit by a factor of 1,000 or motkthe parallel tallyfor each audit shows the
same winner(s) as the official voting systehe audit can confirm the official resuttansitively
(i.e., if A and B agree, and B is ceat, then A must also be correct).

Auditing Using Small Batches with Corresponding Vote Totals

Auditing smaller batches is more efficient angteeffective than auditing entire precincts of
ballots. The team tested ways to reduce bsitras for risk-limiting audits. For example, in
Orange County, small batches were created mgubke ballots cast oraeh direct recording
electronic (DRE) voting machine as one batch. Teiped, but still required auditing hundreds
of times more ballots #n would have been required if thgstem had been capable of reporting
CVRs for individual ballots.

The project team also experimented with tngastacks of 50 or 100 ballots, feeding those
ballots into the voting system, and then re-settiregvoting system in order to create an interim

>See https://code.google.com/p/opencount/
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vote tally for each batch. This process wayweimbersome and error prone; moreover, when
the electoral outcome is correct, it still regsi 50—100 times more hand counting than a ballot-
level comparison audit.

The project team concluded that the gainsnfreducing batch sizes are not worth pursuing
unless the batch size can be reduced to an chdivballot. Since current voting systems cannot
report a cast vote record VR) for each ballot and counties would need to develop procedures to
link each CVR to the correspondipfysical ballot for the audit, ¢hproject team used a parallel
scan and independent tally to conductrititive” ballot-level comparison audits.

Development of Web-Based Tools and tructions for Elections Officials

The project team developed a set of web-based tools
(http://statistics.berkeley.edtstark/Vote/auditTools.htjrand step-by-step instructions for
elections officials to conducisk-limiting audits. The websitgage can be expanded to see
explanations of how the audit vks, the math behind the toolnd the computer code that
implements the tools, so elections offisiaind the public can better understand risk-limiting
audits and can check for themselves that thevaodt implementation is correct. These resources
were continually refined and pnoved during the pilot program.

The 2011 Audits
Following is a summary of each audit conducted during 2011:
1. Orange County: March 14, 2011

The first pilot audit followed an election in &rge County, California. The election was March
8, 2011, and the audit took place on March 14, 201é&.cbntest audited was a special election
for San Clemente Measure A, Playa del Norten@rcial Development Byect. There were
17,823 ballots cast, with 42.8%tuny Yes and 57.2% voting No. Orange County uses Hart
BallotNow v. 3.3.11 and the Hart eSlate v. 4.2.13 DRE for polling place voting.

This audit was conducted as follows:

1) Ballots cast on eSlate direct recording #latic (DRE) voting madhes were audited by
creating small batches. Each batch cdedisf the votes cast on a single DRE. The
project team hand countecethioter-verified paper audit trail (VVPAT) from randomly
selected DREs and compared the totals to the DRE-generated totals.

2) Ballots cast on paper (i.e., ®sby-mail ballots and polling place ballots cast using paper
instead of a DRE) were audited by selegtindividual ballots and comparing the marks

® One ballot-polling audit was conducted during pheject, and several comparison audits were
conducted using precinct-level batches, prior to receipt of EAC funding.
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on the physical ballot with the voting system results. This was possible because the Hart
system generated a CVR for each papephahd ballots within precincts were

identified by a numerical code and barctiigt was effectively unique, linking the CVR

to the ballot.

The initial sample size was:
1) 12 randomly selected Hart eSlatachines for a totaf 446 ballots;
2) 21 individual paper ballots.

Overall, 467 of the 17,823 ballots cast were manualyewed and tallied for this audit. No
errors were found: the hand tally of these baloé&tched the machine tally of these same ballots
exactly.

The hand counting burden for this audit walatively high. The 467 ballots hand tallied
represented about 2.5% of alllbgs cast. This was because the audit was conducted, in part,
using batches of ballots (thelloés cast on each DRE machinevas as one batch). The Hart
eSlate DREs could not produce individual CMRat could be associated with each voter’'s
selections, so the entire VVPAN the selected DRE machines had to be tallied by hand, an
unwieldy and time-consuming process.

If all of the votes had been ¢am paper ballots, the entire d@iucbuld have been conducted at
the ballot level, which wodl have required manually exanmg only roughly 33 ballots, about
one-tenth of one percent (0% of all ballots cast.

2. Monterey County: May 6, 2011

The second pilot audit followed an election imiderey County, California. The election was
May 3, 2011, and the audit took place on May 6, 200He contest audited was a special all-
mail election for Monterey Peninsula Water \dgement District Dector, Division 1.

Monterey uses the Sequoia Optech 4004BETP v. 1.12.4 voting system with the Sequoia
AVC Edge Model Il v. 5.0.24 for accessibility inlpog places. Two candidates, Brenda Lewis
and Thomas M. Mancini, were on the ballograg with write-in candidates. There were 2,111
ballots cast in all. The reped totals were 1,353 votes foris, 742 for Mancini, and 13 for
various write-in candidates. The remaining 3 lialleere recorded asmdervotes or overvotes,
and as a result, those ballots were voided irotheial count. Accoréhg to the voting system
results, Lewis received 64% of the valid votehile Mancini receive®5% of valid votes.

The team had originally planned to condubdot-level comparison audit. To prepare,

Monterey County staff Bates-stamped every balkst in the contestith a unique identifying
number, then scanned the ballot to make digitages to be processed to create CVRs.
Unfortunately, the set of images was not ready until the day of the audit, and the software that
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was to be used to interpret the scans (TB\d& not perform as well othe actual images as it
had on the test images. There was no time on thefdag audit to tune thsoftware to perform
better.

Therefore, instead of conducting a ballotdecomparison audithe team conducted“ballot-

polling” audit (see description above), which rel@dy on manually interpreting the votes on a
random sample of ballots. It requires knowing hmany ballots were cast in all and how to find
each ballot, but it does not require knowing how the voting system interpreted any subset of the
ballots.

Confirming the outcome with 90% confidence regdiexamining 89 balletselected at random.
The ballot-polling audit was designemensure that if Lewis had kast 64% of the vote, there
was at most a 1% chance that the audit wowd te a (pointless) full hand count. The audit
took about 90 minutes, including the time Star&rdpexplaining the audit procedure to public
observers. Public observers tegoll the dice used to seldwllots at random and had an
opportunity during the audit twonfirm that they agreed thi the audit team’s manual
interpretation of eachudited ballot.

3. San Luis Obispo County: September 12, 2011

The third pilot audit followed a special elextiin San Luis Obispo County, California. The
election was August 30, 2011, and the audit {glake on September 12, 2011. Both contests on
the ballot, City of San Luis Obispo Measufed1 and B-11, were audited. The county uses
Premier AccuVote-OS v. 2.0.12 wikutoMARKSs for accessibility.

This audit relied on the OpenColsytstem to construct a CVR for every ballot. This was the first
simultaneous risk-limiting audit of two contestBhe method Stark used was the “super-simple”
method (described above under “Background”), beediuses a relatively simple, easy-to-
understand mathematical formfik® determine the initial sample size and confirm election
outcomes. The audit involved a random sampiesif16 ballots, and was finished in one hour,
confirming the winners of both measures. Eheere 10,689 ballots casttime election, and the
narrower of the two margins of varly in the contests was 45%.

Stark, Wang, and San Luis Obispo County electadfisials performed the audit in front of 10
public observers, including a media representatiMee public was able to see, hear, and

’ https://code.google.com/p/tevs/

® The formula only requires divisi, and allows the ballots to belected at random with equal
probabilities. There are methods that are more efftdn that they require smaller sample sizes,
but they involve more complicated formulagdacan require drawing ballots with different
probabilities, depending on the CVR for each ballbie project team concluded that operational
simplicity and transparence was worth some stadisitnefficiency, especially since the resulting
sample sizes are still quite manageable.
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compare the manual interpretation of each ballolited against the CVR for the ballot. All 16
ballots matched the CVRs, so no escalation was required.

The audit was extremely efficient because it wasdacted at the ballot-level —i.e., it compared
randomly selected individual ballots to the CVRsstfse ballots — rathéinan selecting entire
precincts and comparing a manual tally of the saethose precincts to machine subtotals for
those precincts. The audit confirmed th@mar with 90% confidere. Public notice

and observation were built into the process.

The initial sample size was sethie large enough that if thedit found no errors in the initial
sample, the audit could stop. If the audit had foaimdrs that had inflatethe margin, it would
have been necessary to audit more balloecsad at random. As discussed above, risk-limiting
audits can lead to a full hand count unless thep$a provides strong ewthce that a full count
will merely confirm that the original outcome is correct.

4. Ventura County: November 29, 2011

The fourth pilot audit followed an election Wentura County, Califeria. The election was

November 8, 2011, and the audit took place on November 29, 2011. The contest audited was the
City of San Buenaventura City Council, for whitiere were three at-largeats to be filled.

Ventura uses the Sequoia Optech 400-C/WInETP v. 1.12.4 voting system, the Sequoia AVC
Edge Model Il v. 5.0.24 for accessibility, an@ tBequoia Optechinsight APX K2.10 HPX K1.42

in polling places.

This was the first multi-winner contest to be audited using the super-simple method. The audit
was successful: The election outcome wagiomed by looking at 90 individual ballots.

Stark developed a set of web-based auditing tools and testeddbisster the first time in the
Ventura audit. There were 11 candidates invbte-for-three contestOfficial results showed

the winners to be Cheryl Heitmann with 7,08@es, Carl E. Morehouse with 6,793 votes, and
Christy Weir with 6,515 votes. The runner upswwenneth M. Cozzens, with 5,564 votes. There
were 17,376 ballots cam all.

To prepare for the audit, Ventura Copstaff scanned all of the paper balfotast in the
election to produce digital images. The digitahges were processed by Kai Wang using the

® Three ballots were not scanned for the audie @utime constraints, these three ballots were
not added to the scanned ballots prior to piiog the ballot imaget the project team.
Although the three ballots aloneudd not change the election oaime, since the ballots could
have contained votes for the losgmject team treated the ballats such, slightly narrowing the
margin of victory calculation for the audit, whiaffected the initial saple size calculation.
This ensured that the initiale@le size took into account the fdloat the missing ballots might
have been cast for the loser.
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OpenCount ballot tally software. The software created a CVR for each ballot and tallied the
votes reflected by those CVRs. Ventura Courdif &ept the ballots ithe physical order in
which they were scanned so that the CVRsatbel associated with the paper ballots they
represented. The ballots were organized intoHes of a maximum of 50 before scanning, to
make it easier to find individual ballots.

Prior to the Ventura audiy/entura County staffiad technical difficulties uploading ballot
images for the parallel tally, because of trghthandwidth required. For this reason, Ventura
county staff took the extra step of personallywaing a hard drive containing the ballot images
by car to UC San Diego for processing usbenCount. The time spent on this delivery is
included in Ventura Couwts audit costs.

The initial sample size was 90 individual balloThe 90 ballots were re¢étved and compared to
the CVRs. All ballots matched their CVRsaexly, so the audit spped and the election
outcomes were confirmed with 9086nfidence (10% risk limit).

5. Stanislaus County: December 2, 2011

Stanislaus County conducted a risk-limiting aadiCity of Oakdale Measure O, in which 3,152
ballots were cast. To prepare the audit, Stanislaus County f§teented a scanner for a day and
scanned all of the papballots cast in the election to produtigital images. (One ballot could
not be located for scanning; it wisated as a “no” vote by the audd,ensure that the audit was
conservative.) Stanislaus County staff kept the tsliothe physical orden which they were
scanned so the CVRs could be associatedtivglpaper ballots theagpresented. The ballots
were organized into batches for scanning to ma&aster to find individuaballots. The digital
images were processed using OpenCount softwHne software created a CVR for each ballot
and tallied the votes on those CVRs. Accordintheosoftware, there were 1,728 “yes” votes and
1,391 “no” votes, a margin of 336 with the missingididareated as a “no.” This corresponds to a
diluted margin of 336/3152 = 10.6%.

The web tools dtttp://statistics.berkeley.edu/~stark/Vote/auditTools.iene used to

determine an initial sample size fan audit at 10% risk limit, whicturned out to be 49 ballots.
A seed for the random number generator wiesctsd by drawing film canisters containing
numbered slips of paper at random from an opéage The web tools were then used to select
the ballots to audit. The human eye interpretatf all 49 ballots matched the CVRs for those
ballots, so the audit@bped. It took approximately 1 hoamnd 5 minutes to conduct the audit.

The statutory 1% audit required anldaally of all the ballots cast mne of the five precincts that
contained the contest. The precincts rangedzfsom 452 ballots cast to 792 ballots cast. The
average number of ballots — the expected nurmbbeallots the 1% autlivould require tallying

in this contest — was 630 ballots. Even thotlgh1% audit examined far more than the 49
ballots the risk-limiting audit examined, the statyt1% manual tally could have had a chance
as large as 80% of not finding a single errareif the machine-count winner had been wrong.
In contrast, the risk-limitingudit had a 90% chance of requiring a full hand count if the
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machine-count winner had been wrong. Agaiig shhows the power and efficiency of risk-
limiting audits compared to the current statutory 1% audit.

6. Alameda County: December 5, 2011

To prepare for the audit, Alameda County staéfdua small county scanner to scan all of the
paper ballots cast in the election to produce digitages. Before scanning the ballots, county
staff stamped each ballot with an identificatiomtner to make it easier to associate CVRs with
the physical ballots. The digital images weregassed using OpenCountlbatally software.

The software created a CVR for each ballot taticed the votes on those CVRs. Even though
the numbering would have sufficed, Alameda Cowtdyf also kept the ballots in the physical
order in which they were scanned to make it @dsiassociate CVRs with the paper ballots they
represented. The ballots were organized intoHes for scanning to make it easier to find
individual ballots.

Four City of Alameda contestgere audited simultaneously: Ci§ouncil (vote for 3 of 5) and
three measures. All votes werast on paper ballots; 1,374 ballots were cast in all. The
OpenCount software found one extra vote fak®&wski for City Council (409 versus 408) and
one extra “no” vote for measure F (841 versdB)&ompared with the official tally. The web-
based audit tools developed for the project weeel s determine an initial sample size for an
audit at 10% risk limit: 17 individual ballote be selected at random from the 1,374. Numbered
ping-pong balls were drawn at random from a bingo-like tumbler by cetetffyto generate a
seed for the random number geater in the web-based tool. #17 ballots were retrieved and
compared to the CVRs. All 17 ballots matched their CVRs, so the audit stopped without
escalation. Two members tbfe public observed the audithich took approximately 25
minutes.

7. Merced County: December 12, 2011

Two City of Merced contests were audigthultaneously, Mayor and City Councilmember

(vote for 3 of 8). A total of 7,321 ballots weresta these contests. &meported winner in the
mayoral contest was Stan Thurston, with 2,28tes; the runner-up was Bill Blake with 2,037

votes. The three reported winners of the City Council contest were Noah Lor (3,736 votes), Mark
“Tony” Dossetti (3,669 votes) and Mike Murpliy,375 votes); runner-up was Richard L.

Cervantes (2,416 votes). The diluted margimtfe@ two contests was (2231 - 2037)/7321 =

2.6%, the smallest diluted margin among castésat had been audited under the pilot.

To prepare for the audit, Merced County sta#fdian office scanner they owned to scan all of
the paper ballots cast in theeefion to produce digital imaged he digital images were
processed by Kai Wang using OpenCount safwahich created a CVR for each ballot and
tallied the votes on those CVRs. Merced Courdif &ept the ballots in the physical order in
which they were scanned so the CVRs cduddassociated with the paper ballots they
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represented. The ballots were organized intoHas for scanning to make it easier to find
individual ballots.

The tools ahttp://statistics.berkeleyde/~stark/VVote/auditTools.htnvere used to determine an
initial sample size for an audit at 10% risk limithjeh turned out to be 198 ballots), to draw the
random sample, and to locate gwdected ballotaithin bundles of st@d ballots. The human
eye interpretation of all 198 lbets matched the CVRs for the$allots, so the audit stopped
without escalation. It took about 8ilrs and 15 minutes to conduct the audit.

8. Humboldt County: December 16, 2011

Humboldt County was the first in the progranctmduct risk-limiting audits of election results
without on-site help from the project team. Toeinty used the draft instructions and web tools
developed for the pilot program and conducted a risk-limiting audit of three contests.

Humboldt County works with the Humboldt Traasency Project afteraeh election to confirm
election results by scamg ballots and creating a paralfally using Transparency Project
software (TEVS). Humboldt@inty conducted risk-limiting audité three contests using the
Transparency Project CVRs arebults for the contests:

Resort Improvement District #1 (elect 3):
(6 candidates)

Total BallotsCast 193
Ballots Examined for 1% Manual Tally 72
Ballots Examined for Risk-Limiting Audit 52

Eureka City Schools Tritee Area 4 (elect 1):
(2 candidates)

Total BallotsCast 5,455
Ballots Examined for 1% Manual Tally 15
Ballots Examined for Audit 34

Ferndale Unified Scho®istrict (elect 2):
(3 candidates)

Total Ballots Cast 640
Ballots Examined for 1% Manual Tally 89
Ballots Examined for Audit 57

Even though Humboldt County examined 176 ballots for the 1% manual tally of the three
contests above, the statutory 1% manual taftyas much as a 50% chance of not finding a
single error, even if the maicke-count found a wrong winner.
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In contrast, the risk-limiting audit involvedviewing fewer ballots- 143 ballots — and
guaranteed at least a 90% chance of catchidgamecting a wrong outcome. Since no errors
were found in the initial sample for each contastgscalation was needed to confirm results.

As with the prior audits in other counti¢se Humboldt County audshowed the power and
efficiency of risk-limiting audits compared toetflat 1% manual tally currently required by law.
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Section Ill: The 2012 Pilot Audits

During this phase of the projethe project team worked witlix counties to conduct audits as
follows:

1)

2)

3)

Following the June 2012 Presidential Prim&igction, audits of small election contests
were successfully completed in Madera &lagha counties. See Appendix G for county
audit reports and sb comparisons;

Following the June 2012 Presidential Primary Election, large multi-contest audits were
prepared, but not completed, in Marin, Orange, Santa Cruz and Yolo counties. The
counties stopped their prasebefore the random sample was selected, because of
difficulties with the independent tally software;

During the remainder of 2012, the audit projeetm collaborated witthe University of
California research team that developleel OpenCount ballot tally software. The
OpenCount team made several improvemtentee OpenCount software (not funded
under this grant), and the audit project team made improvements to the auditing
procedures used in the pilot program to reduce the time needed to complete a parallel
scan and independent tally of the ballots.

Unfortunately, improvements to the software comibt be made in time for the next round of
audits, which were scheduled to follow thewdmber 2012 election. Therefore, four additional
counties that had originally wahteered to participate in tipepogram following the November
2012 Presidential General Election weareble to conduct pilot audits.

In November 2012, the SOS requested a 24-mortémsion of the project period in order to
conduct post-election risk-limiting audits using tlemainder of the grant funds following the
2014 state and federal elections. HoweverERE was able to provide only a twelve-month
extension, to the end @013, for the pilot program.
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Section 1V: 2013 Project Wrap Up

Ballot Accounting Best Practices

The EAC granted a one-year no-cestension to the project inaer to permit the project team
to continue its work in 2013. Because 2013 wa®n-election year and no further audits could
be conducted, the project team collaboratetth tie Marin County elections officials and
Verified Voting to develop a working documeralled, “Ballot Accounting Best Practices” for
county elections officials.

Establishing the integritgf the audit trail is a prerequisito conducting aost-election risk-
limiting audit — or a recount. EnBallot Accounting Best Pracés document provides step-by-
step procedures for each ballot reconciliatiolty,tand audit process required in California on
election day and during the 28ydeanvass period to ensuré¢lzdllots are accounted for,
properly tallied, and ultimately stored in a manthat permits a post-election audit of election
results. The document provides generic insioast which are not voting-system specific, but
includes examples of how to complete eaelp sbased on how the process is completed in
Marin County using its Acuvote voting system. Ség@pendix F for a copy of the Ballot
Accounting Best Practices.

Marin County Multi-Contest Audit Completion

Also during this phase, one of the large matintest audits, which was attempted but not
completed in 2012, was successfully completed in Marin County. Marin made preparations for
its audit in July 2012, but had to postpone dugeiays in ballot procesng caused by the audit
software and the county’s need to prepardle November 2012 Statewide General Election.

In February 2013, Marin County completed itsiaadtonomously — witout onsite help from

the project team — using the web-based aodistand instructions. Marin County’s report and
cost comparison sheet can be foundppendix H.
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Section V: Recommendations for Modiftations to Existing Voting Systems

Voting systems used today make post-eledtigkilimiting audits unnecessarily difficult for
several reason$.First, the systems do not export datéoimmats intended to be parsed by
software. Converting those formats into usable tataudits is labor intensive and error prone.
Systems should output vote data in a commonfdataat, such as EML, so that the data can be
“digested” by other software. This would afsailitate uniform reporting of election results to
the public, to the Secretary ofé®t, and to the news media.

Second, most voting systems cannot report results that corresponghysieal batches of
ballots that pass through the systemstead, they report only forgxincts or subsets of precincts
such as “Precinct 1: ballots cast at the poligd &recinct 1: vote-by-maballots.” This makes

it necessary to manually sorn@possibly re-scan amd-process) large numbers of ballots to
conduct risk-limiting post-election audits efficiently.

Third, voting systems should track every pageafti-page ballots. For each precinct or batch,
the voting system should report how many pages of each type for each ballot style were
processed. In some counties it was difficuldscertain how many of Ballot Card A and how
many of Ballot Card B were in a given predior batch of ballotsvhich made conducting
audits difficult.

Fourth, the systems currently report vote tally @dateelatively coarse leleof aggregation, such
as precincts. As discussed above, auditingeatevel of individual ballots is vastly more
efficient, faster, less error progrend more transparent. Voting systems should be capable of
recording and reporting a CVR for each ballotshibuld be possible to retrieve the CVR for any
particular physical ballot, and to retrieve the ballot that corresponasy feaaticular CVR. In
short, voting systems should be capable of expgpdi complete list of CVRs together with the
information that links each CVR tbe correspondinghysical ballot.

The above recommendations for voting systendifications would faitate conducting rapid,
accurate, transparent, cost-effective risk-limiting audits.

10 see Stark, P.B., and D.A. Wagner, 2012. Evidence-Based Ele¢E&S Security and
Privacy, 10, pp 33-41.
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Section VI: Cost-Effectiveness: Risk-Limiting Audits Versus the 1% Manual
Tally

Effectiveness

The pilot program proved without a doubt thak-limiting audits are more effective at
discovering and correcting vote tally errors andfeming the winners and losers of an election
than the current 1% manual tally law. The postgbn risk-limiting auditsvere able to confirm
with 90% confidence that election results weoerect after hand coting very few randomly
selected ballots. Increasing the confidencel leEv89% would have giired roughly twice the
counting effort, still only a modest bumeompared with the 1% manual tally.

By contrast, California’s 1% maal tally law requires electiomdficials to hand tally 100% of

the ballots from 1% of all precincts after each gbecand leads to the hand counting of tens of
thousands of ballots across the state after each election. Despite the high number of ballots hand
tallied for the 1% manual tally, the pilot projecate’s analysis showed this statutorily-mandated
manual tally to be ineffective at confirmimdection results and incapable of correcting

erroneous election results.

Cost

The time it took to conduct the risk-limiting pilot audits was minimal — a few minutes to a few
hours — compared to the time it takes to condwetl® manual tally. However, because of the
limitations of fielded vote tabulation systems, countleat participated in the pilot audits spent a
significant amount of time preparing for the authysre-scanning the ballotsst in the contests
to be audited using COTS scanners. Sooumnties used standard office scanners or
scanner/copiers that they had on hand, ratreer renting high-speed scanners.

Overall during the pilot program, amg to the limitations of currentoting systems, the cost of
the post-election risk-limiting audi was more than the cost of California’s 1% manual tally
requirement. Participating counties submittecagsheets, detailing the risk-limiting audit costs
compared to the cost of the I¥@nual tally for the election. Ség@pendix H.

Improving Cost-Effectiveness

If the next generation of voting systems can poed@VRs for individual badits, then audits can
become very inexpensive. Some voting systems@today may be able to be reconfigured,
with prior review and approval diie Secretary of State of course, to allow the capture and
reporting of ballot-level results. Then risk-ltmg audits to confirm ection results could be
conducted in a more cost-effective manner: it waliminate the need for a second scan and re-
processing.
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Section VII: Products of the Pilot Program

The post-election risk-limiting auditlot program led to a number aéeful products that should
help continue the effort to move toward impkamting risk-limiting audits of election results in
California and beyond!

Audit Tools

The project team, led by Stark, developed a set of web-based tools
(statistics.berkeley.eduftask/Vote/auditTools.htinand step-by-step instructions for elections
officials. The tools explain how the audits wankd show the math behind the tools, so that
elections officials and the publean understand risk-limiting audit3 hese tools were refined
and improved during the pilot program, and thejgut team developed a reporting form as an
adjunct to the AuditTools website for countieséport the results of risk-limiting audits of
election results.

SeeAppendix B for screenshots and printouts of tturrent AuditTools website content.

Step-by-Step Audit Instructions

The project team developed step-by-stepiresions for conducting risk-limiting post-election
audits. The instructions weoentinually refined and impred during the pilot program.

SeeAppendix C for the current instructions.
Ballot Accounting Best Practices

The project team collaboratedtiviMarin County elections offials and Verified Voting to
develop a working document, called “Ballot Accounting Best Practices” for county elections
officials.

SeeAppendix D for the current version of the Ballot Accounting Best Practices.

OpenCount Software

In order to facilitateconducting risk-liming audits, giveneHimits of current voting system
ballot tracking and reporting capabis, the project team conductadeparate scan and tally of
the ballots in contests to laedited using the OpenCount sadire developed under a separate
project led by University of Califnia Professor David Wagner.

SeeAppendix E for screenshots and printouts frone penCount software repository website.

" Indeed, some of the tools and findirtgs/e been used in Colorado already.

California Secretary of State
Post-Election Risk-Limiting Audit Pilot Program 2011-2013
Final Report to the United States Election Assistance Commission 24


http://statistics.berkeley.edu/%7Estark/Vote/auditTools.htm

Legislation and Regulations to Require Risk-imiting Audits in Pilots of New Voting
Systems

As a result of the success of this audit program, a requirement was added to SB 360 (Padilla),
Chapter 602, Statutes of 2013, effective Jan@iaB014, which requires (in part) that any new
voting system piloted in live California electionsqbject to a risk-limiting post-election audit.

SeeAppendix F for a copy of the relevant California statute and legislation.

The Secretary of State is cumtly promulgating regulations f&6B 360. The regulations detail
the risk-limiting audit requirements for voting system pilots.

SeeAppendix G for a copy of the proposed regulations.
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Section VIII Next Steps

The Legislature Should Revise Calornia’s Election Audit Laws

While there is still work to dto streamline risk-limiting auditso that they can be conducted
efficiently for all contests with the votirgystems in use today, the following should be
considered for California:

1)

2)

3)

County Option to Conduct Risk Limiting Audits in Lieu of the 1% Manual Tally.
California counties should be permitted to conduct a post-election risk-limiting audit of
election results in lieu ofonducting the 1% manual tally mantly required by law, since

the 1% manual tally was proved ineffective in the audit pilot program. Allowing counties
to conduct risk-limiting audits instead thfe 1% manual tally will allow counties to

partially offset the current time and cost asated with conducting risk-limiting audits.
Risk-limiting audit procedures can be further refined — and made more cost-efficient — if
more counties conduct the audits and establish ballot accounting and audit procedure
routines, much the same way the 1% manuigl acurrently parof the election canvass
routine. The legislature should specify tlomfidence level or risk limit counties should

use for such risk-limiting audits. While tpéot audits were condted using a risk limit

of 10%, a lower limit, such as 1% (99%ndidence), may be prefable in practice.

Ballot Polling Audits for Large Contests For large (e.g., countyide or state-wide)
contests with modest (but not microscopr@rgins of victory ballot-polling risk-limiting
audits could be performedfieiently using current votingystems, once procedures are
in place to ensure the integrity of the auditl, in part throgh sound ballot accounting
as described iAppendix D. For a copy of Stark’s brief par describing the advantages,
disadvantages, requirements and formula fdobpolling audits: “Ballot-polling Risk-
limiting Audits in Two Pages (+/-1)” dated August, 24, 2012/Aegendix |.*2

Automatic Recounts for Contestawith Extremely Narrow Margins? Risk-limiting
audits can confirm the outcorélarge contests with far less work than a full recount,
even with relatively narrownargins. For instance, fomaargin of 0.1%, a ballot-level
risk-limiting comparison audit at 90%fidence requires inspecting roughly 5,000
ballots, and may stop there if no errors Bound. However, for a contest with an
extremely narrow margin of victory, el&ns officials should consider whether
conducting a full hand count is more efficiéiman inspecting ballotst random. Based on
our experience in the pilot program, we thihk break-even point is approximately when

12 A fuller explanation and more detailed sk@stimates are given in Lindeman, M.,
P.B. Stark, and V.S. Yates, 2012. BRAVO: Ballot-polling Risk-Limiting Audits to
Verify Outcomes2012Electronic Voting Technology Workshop/Workshop on
TrustworthyElections (EVT/WOTE '12)
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the audit can be expected to examinghanorder of 10% othe ballots cast This is a
ballpark estimate; details of how jurisdictiostere their ballots have a large effect on
efficiency.

In statewide contests, a full manual recountteke several weeks, even when conducted
in all counties simultaneously. Therefoaeiisk-limiting audit may save considerable
time and effort, even for contests with very small margins, provided that errors did not
systematically favor one candidate. If thés reason to believe that errors were
systematic and occurred at a rate comparabtlee margin—or if the initial stages of a
risk-limiting audit show that there are suclst®matic errors—it may be more efficient to
proceed immediately to a full hand cousitice the risk-limiting audit would likely
progress eventually to a full hand count.

The Secretary of State Should Appove Random Selection Methods

Currently, counties use a varietyrmaethods to randomly selectegincts for the 1% manual tally
required under current law. e of the methods, such as drawing slips of paper from a box,
generally do not result irmandom selection despite good-faitteenpts to stir the paper well.
Other methods, such as relying on the pseudo-ramidonber generator spreadsheet software,
are neither transparent nor reproducible. Moeeosome such generators have been shown to
have implementation errors. The Secretary atéSshould review anapprove random selection
methods to be used for all election auditspermitted under Elections Code section 15360(c).

13 Here is a hypothetical based on the badkwtl comparison audit method enunciated in
Lindeman and Stark, 2012. A Gentle Introduction to Risk-Limiting AutlBEE Computing

Now, 10, 42—-49. Suppose 1-vote discrepancies (suehnraseously recordg an overvote as a
vote for a candidate) that overstitte margin occur at the same rate as 1-vote discrepancies that
understate the margin, and suppose there arevotediscrepancies (finding that a vote for one
candidate was misinterpreted as a vote for aréiffiecandidate). Then, for auditing with a risk
limit of 10% (i.e., 90% confidendevel), each discrepancy the audit finds requires the sample
size to increase by (0.56/margin) ballots, oarage. For instance, if the margin is 0.1%, on
average finding a discrepancy will cause #udit to look at an additional 0.56/0.001 = 560
ballots. If the intrinsic rate adrror in the vote tabulation sgsh is high enough that examining
560 ballots is sufficiently likely to uncover anotherogy the audit is likelyto continue to a full
hand count. That makes sense, since an et@iof 1 in 560 ballots about 0.18%, nearly
double the margin, 0.1%. On the other hand, if th@nsic error rate ismall, say one in 10,000
ballots, the audit ignlikely to escalate to a full hand cowmtless there are systatit errors that
favor the apparent winner, thereby making the maagpear larger than it truly was. In the
project team’s experience, the rate of erraa imell calibrated central-count optical scan (CCOS)
system is generally lower than 1 in 10,@00ess something has gone wrong, e.g., a software
configuration error ovoters using gel pens.

14" One method is to roll 10-sided dice tmgmte a 20-digit “seed” to be used in a
cryptographically secure pseudo-random numbeegsor. This method was used in several of
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Counties Should Test Crosshurisdictional Audits

A risk-limiting audit of a contedhat crosses jurisdictional bouniges was not conducted as part
of the audit program. The project team ideatiftwo sets of adjacent counties: Yolo and
Sacramento, and Santa Cruz and Monterey, wiiere willing to conducjoint audits of cross-
jurisdictional contests. Thoseunties may wish to voluntarityonduct cross-jusdictional risk-
limiting audits of one or more contests follmgithe November 2014 election in order to test
risk-limiting audits on cross-jurisdictional contests.

States Should Standardizéallot Accounting Methods

The project team recommends California stadida the ballot accounting process used by
counties throughout the state. eTproject team discovered amiber of areas where counties
could benefit from seeing the best practices eirtbounterparts in othe€ounties to ensure all
ballots printed, cast, destroyed, counted, unustedare accounted for and stored securely
during transit, use, and storagerotocols for using security seaensuring secure chain of
custody for ballots and equipment, video monitgrietc., vary throughout the state and could be
improved.

the audits conducted under tigimnt; such a generator isptamented on the AuditTools web
page, together with tools facilitate finding individual randomly selected ballots.
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Section IX Conclusion

The Secretary of State PoseEfion Risk-Limiting Audit Pilot Rsgram was designed to test the
effectiveness and efficiency of risk-limiting audits. Audits of 17 contests were completed in
eleven counties following elections held2@11 and 2012. All audits scessfully confirmed the
official election results by regiving a relatively small number ofdividual ballots (i.e., a few
dozen to a few hundred ballots) cast in each contest that was audited.

The post-election risk-limiting autdi were able to confirm witB0% confidence that election
results were correct after haodunting very few randomly selected ballots. Audits at 99%
confidence would have required roughly twicarasch hand counting, still a small burden. By
contrast, the 1% manual tallygwided little if any evidence #t the election outcomes were
correctly calculated by the voting system.

The project team met its goals to develop andessfully test standardstocedures, and tools

for conducting post-election risk-limiting audit¥he success of the program has informed new
legislation to reform California election auditd recount laws as Was legislation and

regulation establishing requiremstior future voting system testing and deployment. The audit
tools and procedures developed during the mogran be used by elections officials in
California and other jurisdictiorecross the United States to conduct risk-limiting audits of
election results. Future adoption of laws requiring risk-limiting post-election audits will build
public confidence in election results and redilneeneed for voter-requested manual recounts
and election contesictions in court.
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